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Detection of Al-generated speech using acoustic parameters®

Yeonsoo Kim - Cheoljae Seong™*

Department of Linguistics, Chungnam National University, Daejeon, Korea

Abstract

Voice cloning, also known as deep voice synthesis, is an artificial intelligence (Al) technology that extracts a speaker’s
vocal characteristics to replicate and generate speech. Until recently, cloned speech often sounded unnatural to human
listeners. However, with the rapid advancement of Al technology, it is now possible to replicate voices using only a short
audio sample, leading to real-world misuse, such as voice-phishing scams. This study aimed to identify significant
acoustic-phonetic variables that help distinguish between natural and cloned speech generated using voice cloning
technology. A total of 20 acoustic variables were selected across the spectral, cepstral, and prosodic domains, and analyzed
using a two-way ANOVA and logistic regression. Perceptual evaluations and mathematical distance measurements
(Euclidean and Mahalanobis distances) were conducted to compare the similarities between natural and cloned utterances.
For male speech, the tilt and speech rate were significant variables for classification, whereas for female speech, the mean
speech intensity was significant, with classification accuracies of 97.5% and 95%, respectively. In the similarity
comparison, for female speech, the utterance perceived by humans as the most similar to natural speech was also the one
closest in distance.
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2. 840 ol 2 2} W50 71 &5
Table 2. Descriptive statistics of each variable by cloning status

He A o5 Mean SD N
natural 2,408.9316 979.56411 80
coG cloned 2,720.5487 736.14298 80
D natural 1,872.4725 486.07016 80
cloned 2,161.9090 338.56224 30
" natural 1.01410 1.042523 80
SKEWRESS T loned 60575 633926 80
Kurtosis natural 1.30879 3.597587 80
cloned —54638 1.168271 80
natural -33.4101 6.42324 80

slope
cloned —35.5087 4.36284 80
(it natural —5.2729 1.52290 80
cloned —6.2681 99343 80
LH ratio natural 233,060.4 608,095.2 80
cloned 134,900.5 155,220.6 80
cepstral natural 62.6990 2.31663 80
peak cloned 61.8211 1.72592 80
o natural .00425 .001488 80
uetreney” ™ cloned 00471 001950 80
CPP natural 9.2416 1.19023 80
cloned 8.7314 1.43427 80
cepstral natural —5.9666 .82646 80
slope cloned —6.0684 .66165 80
cepstral natural 22.3360 3.95619 80
intercept cloned 21.8319 2.86375 80
natural .2303 17375 80
RNR cloned 3011 13209 80
mean FO natural 173.0993 53.70867 80
cloned 173.1891 53.62889 80
F0 SD natural 37.5691 15.55155 80
cloned 34.5901 13.92515 80
FO range natural 221.7015 125.08452 80
cloned 213.1456 133.68622 80
mean in- natural 69.2457 3.78478 80
tensity cloned 75.2713 90006 80
intensity natural 19.8545 15.76732 80
SD cloned 21.3686 1.84847 80
intensity natural 67.1966 55.40319 80
range cloned 63.3636 4.03835 80
speech natural 3.638 .6439 80
rate cloned 4.166 4119 80

COG, center of gravity; CPP, Cepstral Peak Prominence; LH, low
to high; RNR, Rhamonics to Noise Ratio.

puY = A=Y
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Table 3. Acoustic variables that showed significant main effects for cloning

i

status

il ar F Sig.
Cepstral peak 1 8.080" .005
COG 1 5.335" 022
CPP 1 6.195" 014
Kurtosis 1 19.391™ <.0001
Mean intensity 1 194.747""" <.0001
RNR 1 8.487" .004
SD 1 21.442" <.0001
Skewness 1 9.093" .003
Slope 1 5.783" 017
Speech rate 1 39.098"" <.0001
Tilt 1 32237 <.0001

#p<.05, "p<.01, ""p<.001.
COG, center of gravity; CPP, Cepstral Peak Prominence; RNR,
Rhamonics to Noise Ratio.
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Table 4. Classification accuray for cloning status in male speech

Predicted Percentage
Natural Cloned correct
Observed Natural 40 0 100.0
Cloned 2 38 95.0
Overall Percentage 97.5

SD, tilt, speech rate 5~ 27 54 o -5 &8k 2 A
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5.3 Lshe] 2R 2E 374 A
Table 5. Logistic regression results for male speech

95% C.I. for
B Sig. Exp(B) EXP(B)
Lower Upper
SD 0.012 0042 | 1012 | 1.000 | 1.024
Kurtosis | —0.026 | 0972 | 0974 | 0222 | 4273
Tilt 3441 | 0041 | 0032 | 0001 | 0.869
Mean 1290 | 0063 | 3.632 | 0933 | 14.142
intensity
Specch 3.304 0023 | 27233 | 1.592 | 465.753
rate
Constant | —151.081 | 0.012 | 0.000
a9 2 HelA Fgk FF/ 22 S ROC(Receiver Operating

Characteristic) Z+41°]th. ROC 412 1% Aet BA|E ol 717}
%—’F% -2 TPR(true positive ratio, JJ-S A .7 o F)} v
< FPR(false positive ratio, %/ &= 25 o )& oJu|shH, o]
= 2Yo] Jeo] $48kS YERTH B8 AUC(Area Under the
Curve)i= ROC =21 ofef o] |2 oujshzvl], o] Anky
Q&7 %5 X}E Qoksk x| 3t 0014 19] A& 7™, 1
ol 7W7h&4 3 A5 Y-S YEITHFaweett, 2006). w2}
A, 19 1°l ROC CurveE]»JJ_6°] AUC A5 B @4 2l

3] © = =0 = o] o &Sk 2=
gt 3] Rl 4] 2205 HF7 RAYS #FlE &
(o3}
L=
" ROCCurve
| Source ofthe
Curve
Predicted prabability
o8 —— Predicted group
2 oo
g
]
2
@ s
02
09
%0 [ o oe o8 o
1 - Specificity

Diagonal segments are produced by ties.

ROC, Receiver Operating Characteristic.

I 1. §4 @slol tig ROC curve
Figure 1. ROC curve for male speech

6.3 L3tol thet 37 2o £F/ 53 A R(AUC)
Table 6. Classification performance metric of the regression model

Test result variable(s) Area
Predicted probability 0.991
Predicted group 0.975

AUC, Area Under the Curve.

097 2] 749 tilt, mean intensity, speech rate 5 YW {1 &3}
Rom, F 77 o] 2 R/ FYFEE Hole HTEES T
S QAU o] AE A R A 25ke] A9 97.5%]
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Table 7. Classification accuray for cloning status in female speech

Predicted Percentage
Natural Cloned Correct
Observed Natural 37 3 92.5
Cloned 1 39 97.5
95.0

Overall Percentage

Tilt, mean intensity, speech rate ' B HA| o] {5 -3}
Y MR YERR A (p<.05), B8 7B-%-9} v =
£ ZH][Exp(B)] ¢k A= FRHCD 5 arefsto] dhekafof i) o
Al Wald SAM7HA 728 M5 bahd #5522 mean
intensity W7} 0173 8] B4 W& F-iEohe £ HeEE 2%

= 1t} mean intensity 572 749~ 2 =17} 8952, 15+¢] F7}
Shol et A 2, = A4 BetE EREE gE0] 8950 J %

S7HtRaL sl g 4 AITHGEE 8).

£, o4 waje] 22 2¥ 37)84 Az}

Table 8. Logistic regression results for female speech

95% C.I. for
B Wald | Sig. | Exp(B) EXP(B)
Lower | Upper
Tilt 1511 | 2280 | 0.131 | 0221 | 0.031 | 1.569
Mez’i‘t;en' 2191 | 7.086 | 0.008 | 8.945 | 1.782 | 44.901
Speech
. -1.024 | 0252 | 0.616 | 0359 | 0.007 | 19.609
Constant | ~165.859 | 7.876 | 0.005 | 0.000

U2 o gl -5 o] ROC =4delth 211 298] ROC

o =
Curve®} 3£ 99| AUC A= HH o4 2lof] thgh 3]7] =
=] =0 o]l B = o) KX o] Enii0)
oA A w8 Aol B RS Sed 4 ek
" ROC Curve -
— -1 | Source ofthe
| Curve
( Predicted prabability
os| | —— Predicted group
|
2z ool
E] |
2 |
& ol
|
|
|
0s ||
i
|
09
L] 0. 04 06 08 10
1 - Specificity

Diagonal sagments are produced by tiss.
ROC, Receiver Operating Characteristic.

a9 2. o344 @3l Uik ROC Curve
Figure 2. ROC Curve for female speech
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9. 173 watol] 3 3)7] B2 7 5 A H(AUC)

Table 9. Classification performance metric of the regression model

Test result variable(s) Area
Predicted probability 0.996
Predicted group 0.950

AUC, Area Under the Curve.
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Table 10. Comparison between MFCC-based distance values and
perceptual similarity scores

4 =3 Euclidean Mahalanobis FALE A
1 5,369.99 0.8030 3
2 4,076.66 0.8133 2.71
3 5,436.58 0.7805 2.57
4 5,320.75 0.8091 2.71

g 5 3,692.08 0.7973 3.43
6 4,283.62 0.8148 1.43
7 5,168.52 0.8085 2
8 3,587.12 0.8144 2.29
9 4,306.47 0.8108 2.71
10 3,844.83 0.8078 1.71
1 5,747.18 0.8396 3
2 2,655.81 0.7968 3.57
3 3,783.72 0.8031 3.43
4 4,685.94 0.8137 1.29

34 5 4,628.98 0.8116 1.43
6 4,094.72 0.8172 2.14
7 4,964.40 0.8001 1.57
8 3,689.93 0.8152 3.57
9 3,831.09 0.8109 2
10 2,831.85 0.8139 2.86

MFCC, Mel-Frequency Cepstral Coefficients.
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